Parasoft Jtest 8.3 ¥ #T & #l

X aF7a—T42TDTTH 2-

TechM trix



TOR M) vy RBKA S

BIEID TSAOEYS 7y 7] 1281 T OWASP TOP 10 42 MITRE 2006 DAESS 4 DR EH s E £
Web 7 T —2 3 D OMBEIILATIE EbL o TEIMERIZHD. LWSIBEEEFEL

ZTOREOHIZEHY ELT=H. OWASP Top 10 2007 & 2004 #LLEFT D L. Y ORYA LRI
TTA40TEA0D 923 ROEBENSEMERIZHY 7,

% 1 OWASP Top10/2007 & 2004 (&

OWASP Top 10 2007 OWASP Top 10 2004 MITRE 2006

Al. Cross Site Scripting (XSS) A4. Cross Site Scripting (XSS) 1
A2. Injection Flaws A6. Injection Flaws 2
A3. Malicious File Execution (NEW) 3
A4. Insecure Direct Object Reference A2. Broken Access Control (split in 2007 T10) 5
A5. Cross Site Request Forgery (CSRF) (NEW) 36
AB. Information Leakage and Improper Error Handling |A7. Improper Error Handling 6
A7. Broken Authentication and Session Management |A3. Broken Authentication and Session Management 14
A8. Insecure Cryptographic Storage A8. Insecure Storage 8
A9. Insecure Communications (NEW) Discussed under A10. Insecure Configuration 8
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A10. Failure to Restrict URL Access A2. Broken Access Control (split in 2007 T10) 14
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1 WAF (Web Application Firewall)
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Flease enter your username to access your account,

Enter user name: [dave Submit |

Sccount information for user: dave

\USERID |USER_MNAME PASSWORD COOKIE
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Please enter your username to access your account,

Enter user narme: IdEWE Submit |

gccount information for user: dave

\USERID |USER_NAME |[PASSWORD [COOKIE
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* Congratulations. You have successfully completed this lesson
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fccount information for user: jeff
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